Oo0yuyarmmumcs

C KaX[JbpIM roJIOM MOJIOIEKH B MHTEPHETE CTAHOBUTHCS OOJIbILE, A IIKOJbHUKH OJHU U3 CaMbIX
aKTHBHBIX Iojab3oBarened Pynera. Mexay TeM, IIOMHMO OTPOMHOIO  KOJUYECTBA
BO3MOXKHOCTEH, HHTEPHET HECeT M MpoOseMbl. DTU MaMATKU AOJKHA MOMOYb Tebe 6e30MacHo
HaxXOJUTHCS B CETH.

KomnbroTepHbie BUPYCHI

Komnvromepnoiii 6upyc — 3TO Pa3HOBUIHOCTh KOMIBIOTEPHBIX MPOTpaMM, OTIWYUTEIHHOM
0COOEHHOCTBIO KOTOPOHl SBISICTCS CIIOCOOHOCTh K pasMHOXKEHHIO0. B pomonHeHume K 3TOMY,
BUPYChl MOTYT TIOBPEIUTh WM TOJHOCTBIO YHUYTOXKUTh Bce (haillbl U JIaHHBIE,
MOJKOHTPOJIbHBIE TOJIB30BATEN0, OT UIMEHU KOTOPOTo OblIa 3aIylieHa 3apakEHHas IporpaMma,
a TaKXXe MOBPEAUTh WM AK€ YHUYTOXXUTH OIEPAIMOHHYIO CHUCTEMY CO BceMH (aiimamu B
1es10M. B OonbIIMHCTBE CllydaeB pacpoCTPaHSIIOTCS BUPYChl UEPE3 UHTEPHET.

MGTOI[I)I 3alIUTBI OT BPCAOHOCHBIX ITPOrpaMm:

1. Ucnionb3yit cOBpeMEHHbIE OIEPaLlMOHHBIE CUCTEMBI, UMEIOLIUE CEPbE3HBIN YPOBEHD 3alUThI
OT BPEZIOHOCHBIX IIPOTPaMM;

2. TlocrosiHHO YycTaHaBiuMBaik maytu (UMQpOBBIE 3alUIaTKH, KOTOPHIE ABTOMATHUECKH
YCTaHABJIMBAIOTCS C IEIBI0 JOPAOTKU MPOTPaMMBbl) U Jpyrue OOHOBIICHHS CBOCH OINEpallMOHHOM
cuctembl. CkaumBail UX TOJBKO ¢ odunmampHOro caiita paspadorunka OC. Ecmu cymectByet
PEKUM aBTOMATUYECKOTO OOHOBJICHUS, BKJIFOUH €T0;

3. Paboraii Ha cBOeM KOMITBIOTEPE TIOJ] TpaBaMu TOJIb30BATENIsA, a HE aJMHHUACTpaTOpa. JTO HE
TII03BOJIUT 6OJ'IBHII/IHCTBy BPCAOHOCHBIX MpOTrpaMM HMHCTAINIMPOBATHCA HAa TBOCM ICPCOHAJIBHOM
KOMITBIOTEPE;

4. Vcnonb3yil aHTUBHUPYCHbIE NPOTPaMMHBIE MPOAYKTHl H3BECTHBIX IPOU3BOAUTENEH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpannyb (pu3HYECKHid JOCTYH K KOMIIBIOTEPY [T TOCTOPOHHUX JIMLL;

6. Vcnonp3yil BHELIHHE HOCUTEIM HH(POpPMAllMU, Takue Kak Quiemka, JUCK WM ¢ain u3
MHTEPHETA, TOJIBKO U3 NMPO(EPEHHBIX HICTOYHHUKOB;

7. He oTkpbIBaii KOMIbIOTEpHBIE (hAlIbI, MOJyYEeHHBIE U3 HEHAIEKHBIX HUCTOYHHMKOB. Jlaxe Te
(aiinbl, KOTOpbIE MPUCTa TBOW 3HAKOMBIH. Jlydlie yTouHH y HEro, OTHpaBIsiy JIM OH TeOe UX.

Cerun WI-FI

Wi-Fi — 310 He BHMJ mepemayu JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIb OpeHn, mapka. Eme B
1991 rony HuuepnaHjckas Kommanus 3apeructpupoBasia Openn « WECA», uro o0o3Hauano
cinoBocodetanue «Wireless Fidelity», KoTopbIii mepeBOaUTCA Kak «OECHpPOBOIHAS TOYHOCTHY.
Jlo Hamiero BpeMeHU Jolia Apyras abOpeBuaTypa, KOTopas SBISETCS TaKOH K€ TEXHOJOTHEH.
Orto abbpeBuatypa «Wi-Fi». Takoe Ha3zBaHue ObLTO JaHO ¢ HAMEKOM Ha CTAHIAPT BBICIIUI
3BykoBoW TexHuku Hi-Fi, 9To B mepeBoje o3Ha4yaeT «BBICOKAs TOYHOCTHY». Jla, OecruraTHBIN
WHTEPHET-I0CTYM B Kade, OTesIX U adporopTax SBISICTCS OTIUYHONW BO3MOXKHOCTHIO BBIXOJIA B



uHTepHeT. Ho MHOrme sKcmepThl CUMTAIOT, yTo oOmenoctynHble Wi-Fi cetn He sBisiorcs
0e30IacCHBIMH.

1. CoBetsl 110 Ge30macHOCTH paboTe B 00mmeA0CTYIHBIX ceTsx Wi-fi:

2. He mepenaBaii cBoro JnuHyr0 uHpOpManuio yepe3 obmienoctynasie Wi-Fi cern. Paboras B
HUX, KeJIaTeJIbHO HE BBOJUTH MAPOJIU JOCTYIIA, JIOTHHBI M KaKHue-TO HOMEpa;

3. Hcnonp3yit u OOHOBIIIM aHTHUBUPYCHBIC IpOTpaMMbl W OpaHamayep. Tem caMbIM ThbI
o0e3omacuiib ceds 0T 3aKaYKU BUpyca Ha TBOE YCTPOUCTBO;

4. Ilpu ucnons3zoBanun Wi-Fi otkimoun Gynkiuio «O0muil goctyn K ¢aiiiaMm 1 mpuHTEpamM».
JanHast QyHKIMS 3aKpbITa [0 YMOIYAHUIO, OJJHAKO HEKOTOpBIEC MOJBb30BATEIH AKTUBUPYIOT €&
111 y10OCTBa UCIIONIBL30BAHUS B paboTe min yueoe;

5. He ucnons3yii nyoauunsii WI-FI nyis nepenaun JIu4HBIX TaHHBIX, HAIPUMEDP Ui BbIXOJA B
COLIMAJIbHBIE CETH WJIU B DJIEKTPOHHYIO IOYTY;

6. Wcnonp3yit Tosbko 3ammuinenHoe coenuuenue yepes HTTPS, a ne HTTP, T.e. npu Habope
BeO-aapeca BBOIU UMEHHO «https://»;

7. B mobunbHOM Tenedone otkmoun ¢yakiuio «llogkmouenne k Wi-Fi aBTomatuuecku». He
JIOITyCKai aBTOMaTHYECKOTO MOIKITIOYEHUS YCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacws.

CoumnajbHble ceTH

CornuanbHble CETH aKTMBHO BXOST B HAIy XU3Hb, MHOTHE JIIOAU PabOTalOT M KUBYT TaM
NMocTosIHHO, a B Facebook yxe 3aperucTpupoBaH MHIITHAP[ YEIOBEK, YTO SBISIETCS OJIHOM
CebMON BCEX KHUTeNel IMiaHeThl. MHOTHE MOJb30BaTENd HE MOHUMAIOT, YTO HH(oOpMaIus,
pPasMCIICHHAasA UMW B COLHMAJIBHBIX CCTAX, MOXKET OBITH HaI\/JIZIGHa M HCIIOJIb30BaHAa KEM YIrOJHO, B
TOM YHUCJIE HE 0053aTeIbHO C OJaruMu HaMEPEHUSIMH.

OCHOBHBIE COBETHI 110 0€30ITaCHOCTH B COMMAJIBHBIX CCTAX!

1. Orpannub cnucok Jpy3eil. Y TeOs B Apy3bsX HE JODKHO OBITh CIydaWHBIX U HE3HAKOMBIX
JIIOJIEH;

2. 3amminail cCBOIO 4YacTHYIO >kM3Hb. He ykaswiBail mapoiu, TenedoHBbl, ajapeca, AaTy TBOETro
POXKICHUSI U JAPYTyI0 JUYHYI0 HMH(GOpMalK0. 3T0YMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh ke
UH(OPMALIHIO O TOM, KaK Thl M TBOM POJUTENH IUTAHUPYETE MPOBECTU KAaHUKYJIbI;

3. 3ammmiail cBOIO pemyTaio — JIEpKH €e B YMCTOTEe U 3a/aBail cebe BOIpOC: XOTea Obl ThI,
YyTOOBI JApPYyTUe TOJb30BATEeNU BHJEIH, YTO Thl 3arpyxaems? [lomymaii, mpexae dem d4TO-TO
OIyOJIMKOBATh, HAITUCATD U 3arPY3UTh;

4. Ecnii TBI TOBOpULIb C JIFOJABMH, KOTOPBIX HE 3HACIIb, HE UCIOJb3YH CBOE pEaIbHOE UMS U
JIPYTYIO JTUUHYIO HHPOPMAIH: UMsI, MECTO KUTEJIbCTBA, MECTO YUeObl U MPOYEE;

5. U30eraii pasmemenust ¢otorpaduii B MHTEepHeTe, re Thl U300pakeH HA MECTHOCTH, IO
KOTOPOU MO>KHO OIPENEIUTHh TBOE MECTOIIOJIOKEHHUE;



6. Ilpu perucrpanuu B COIHAIBLHON CETH HEOOXOIUMO HCIOIH30BaTh CIOXKHBIC IAPOIIH,
cocTosmue u3 OykB v UG U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;

7. J1ns conpanbHOM ceTH, MOYTHl M IPYTHX CAMTOB HEOOXOAMMO HMCIIONIb30BAaTh Pa3HbIE MapOIIH.
Toraa ecnu TeOs B3IIOMAIOT, TO 3JIOYMBINIJICHHUKH MOTYYaT AOCTYI TOJBKO K OJHOMY MECTY, a
HE BO BCE Cpazy.

DJIeKTPOHHBbIE IeHbI' U

OnekmponHvle OeHbei — 3TO OYCHb YIOOHBIA CHOCO0 TIaTeXei, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT IOJYYUTh 3TH ACHBIU. DJIEKTPOHHBIE IEHBI'M MOSBHIMCH COBCEM
HEJABHO M UMEHHO M3-3a 3TOr'0 BO MHOI'MX T'OCYJapCTBax O CUX IOpP HE MPOMMCAHO PO HUX B
3akoHax. B Poccum ke OHM (yHKIMOHMPYIOT M O HMX YK€ IPOINMCAHO B 3aKOHE, Ille HX
pa3fesaioT Ha HECKOJBKO BHJAOB — AHOHUMHBIE M HE aHOHUMHBbIE. PazHuna B TOM, 4TO
AHOHUMHBIE — 3TO T€, B KOTOPBIX pa3pelIaeTcss MPOBOJIUTH Olepauuu 0e3 HaAeHTH(UKaLUu
[I0JIb30BATENsl, @ B HEAHOHMMHBIX HJCHTHU(PUKAIMU IOJIb30BATENs SBISETCS 005S3aTeIbHOM.
Tarxoke cienyer pa3inyarh JEKTPOHHbIE (PUATHBIE IEHBIU (PABHBI TOCY/IaPCTBEHHBIM BaJIIOTAM)
U JICKTPOHHBIE He(UATHBIEC ACHBIH (HE PaBHBI TOCY/IAPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI TI0 OE30MACHOM paboTe € NEKTPOHHBIMH JICHbIaMH:

1. TlpuBsoku K cuery MOOWIBHBIA TeneoH. DTO camMblii YHOOHBI M OBICTPBIA CHOCOO
BOCCTaHOBHUTBH JOCTYNl K cueTy. llpuBsi3aHHBIA TeneoH IMOMOXKET, eciu 3a0yjAelb CBOM
TJIATEKHBIN MMAPOJIb UM 3aiAEIIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnonb3yii ogHopa3oBsie mapoiu. Ilocie mepexona Ha yCUIICHHYIO aBTOPH3AILUIO TeOe yxe
He OyJIeT yrpoKaTh OMAaCHOCTh KPaXkdl MJIM MepexBaTa IIaTeKHOTO MapoJis;

3. BeiOepu cnoxHblii naponb. IIpectynmHukam Oyaer HE NMPOCTO YraaaTh CIOKHBIM MapoJb.
HanexHble mapoiu — 3T0 mapoJiu, KOTOPbIE COJepKaT He MEeHee § 3HAKOB U BKIIIOYAIOT B ce0s
CTPOYHBIE U IPONUCHBbIE OYKBbI, HU(PHl U HECKOJIBKO CHUMBOJIOB, TaKM€ KaK 3HAK J0JuIapa,
¢byHTa, BOCKJIMLATeNbHBIN 3HaK U T.11. Hanmpumep, StROng!;;

4. He BBOAM CBOM JIMYHBIC JaHHBIE HAa CalfTaX, KOTOPHIM HE JIOBEPSEIIIb.
DJIeKTPOHHAA MOYTA

OnekmpouHas nouma — 3TO TEXHOJOTHS U MPEJOCTaBIsEMbIE €10 YCIyTrd MO NEPEChUIKE U
MOJTYYEHHUIO JJIEKTPOHHBIX COOOIIECHHUH, KOTOpPbIE PACHpPENENIIOTCS B KOMIIBIOTEPHON CETH.
OO6bIuHO 3JIEKTPOHHBIN MOYTOBBII STIUK BBITIISIUT CIIETYFOIIUM obpazom:
UMs_TIONb30BaTeNA(@UMs_OMeHa. Takke KpoMme Tepeadyd TMpPOCTOrO TEKCTa, HMeEEeTCs
BO3MOJKHOCTH TIepe/1aBaTh (hanibl.

OCHOBHBIE COBETHI 110 6€30TaCHOM paboTe ¢ IIMEKTPOHHOU MOUYTOM:

1. Hamo BBIOpaTh NpaBWIIbHBIM IOYTOBBI cepBUC. B HHTepHETE ecTb OTrpOMHBIN BBIOOP
OecrIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIyUllle TOBEPATh TE€M, KOTO 3HAEUIb M KTO MEPBHIN B
peiitunre; 2. He yka3piBail B TMUHON MouTe JMUHY0 HH(popmaruio. Hanpumep, myuie BbIOpaTh
«MY3bIKaJIbHBIA _(aHaT@» nin «pok2013» BMecTo «remal3y;

2. Wcnonb3yi ABYXA3TAllHYI0 aBTOPHU3AIMIO. DTO KOTJa MOMHUMO IMapoJjsi HY)KHO BBOJIUTH KO,
npucelaeMslii mo SMS; 4. Beibepu croxHbIi naposb. i Kaka0ro HOYTOBOTO SIIIUKA JOKEH



OBITH CBOWM HaJIEKHBIM, YCTOHYMBBIA K B3J0MYy mnapoisib; 5. Eciu ecTh BO3MOXKHOCTH Hamucartb
CaMOMY CBOM JIMYHBIA BOMIPOC, UCHOJIb3Yi 3Ty BO3MOKHOCTb;

3. Wcnonb3yih HECKOJIBKO MOYTOBBIX AIMIMKOB. [IepBBIil 11s1 YaCTHOM MEPENUCKH C aapecaTaMu,
KOTOPBIM ThI JIOBEPSCIIb. ITO JIEKTPOHHBIN aJI[peC HE HAJ0 MCIOJb30BaTh MPU PETUCTPALIMU HA
dbopymax u cairtax; 7. He oTkpbiBaii (ailsibl U APyrHe BIOKEHHUS B MUChbMax Jake €CId OHHU
MPHIILUTA OT TBOUX Jpy3eid. JIydilie yrouHu y HUX, OTIPABIISUIH JTU OHU TeOe 3TH (paiiisr;

4. Tlocne okoHYaHusI pabOTHI HA MOYTOBOM CEPBHICE TEpe] 3aKPBITUEM BKJIQJKH C CANTOM HE
3a0yap HaXKaTh Ha «BBIATHY.

Knﬁepﬁymmﬂr UJIH BUPTYAJbHOC U3A€BATECJILCTBO

Kubepbynnune — mpeciefioBaHue COOOIIEHUSIMH, COJAEPXKALIUMU OCKOPOJIEHUs, arpeccuio,
3allyrMBaHMe; XYyJIMTaHCTBO; COLMANbHOE OOMKOTUPOBAHHE C MOMOLIBIO PA3IUYHBIX WHTEPHET-
CEpPBHUCOB.

OcHOBHBIE COBETHI IO O0PBOE ¢ KHOEPOYILITHHIOM:

1. He Opocaiicst B 60#. Jlyumuii cioco6: mocoBeToBaThCsl Kak ceOs BECTHU U, €CIIU HET TOTro, K
KOMY MOXHO OOpaTuUTbCi, TO BHA4yajle YCINOKOUThCA. Eciau Tl HayHemb OTBEYaTh
OCKOPOJICHUSMH Ha OCKOPOJICHHUS, TO TOJBKO €I1le O0IbIIe Pa30KKEITh KOHPIUKT;

2. Yopasinsii cBoei kubeppernyranuei;

3. AHOHMMHOCTb B ceTd MHUMasl. CyIleCTBYIOT CIIOCOOBI BBIICHUTb, KTO CTOUT 33 aHOHUMHBIM
AKKayHTOM;

4. He crouTt BecTH XyJIHTaHCKHUI 0oOpa3 BUpTyaidbHOW >ku3HH. HTEpHET uKcHpyeT Bce TBOU
JNEeUCTBUSI W COXpaHseT UX. YjamTh ©uX OyAer  KpailHe  3aTpyJHHUTEIBHO;
Cobmroiaii CBOM BUPTYaJbHYIO YECTh CMOJIOAY;

5. Urnopupyit enuHuuHbli HeraTuB. OJHOpPa30Bble OCKOPOUTENBbHBIE COOOLICHMS JydIle
UrHopupoBaTh. OOBIUHO arpeccusi NpeKpanaeTcs Ha Ha4aabHOU CTaaNH;

6. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMHU COOOIIIEHUSIMHU, B COITUATBHBIX CETAX
€CTh BO3MOYKHOCTH OJIOKHUPOBKH OTIIPABKU COOOIIIEHUH C OMPEICTICHHBIX apEecoB;

7. Eciiu THI cBUmETENs KuOepOymuHra. TBOM JEUCTBUS: BBICTYIUTh IMPOTUB IPECiIeIOBATENS,
IoKa3aTb €My, YTO €ro JCWCTBUS OLIEHMBAIOTCS HETaTUBHO, IMOAAEPKATh KEPTBY, KOTOPOU
HY)KHa TICHXOJIOTHYECKasi TIOMOIIb, COOOIMNUTh B3POCIBIM O (paKTe arpecCMBHOTO TOBEICHUS B
CeTH.

MoOunbHbIi TesedoH

CoBpeMeHHbIE cMapT(HOHBI U IUIAHIIETH COAEpKaT B ceOe BIIOJIHE B3POCIHbIA (YHKIMOHAM, U
TeNeph OHM MOTYT KOHKYPHUPOBaTh CO CTAallMOHAPHBIMH KommbioTepamu. OIHAKO, CPEICTB
3alIUTHI JJIs1 TOJOOHBIX YCTPOMCTB MOKa OY€Hb Majio. TeCTMpOBaHUE U MOUCK YSI3BUMOCTEH B
HUX TPOMCXOJUT HE TaK WHTeHCHMBHO, Kak mius [IK, To ke camoe kacaercss W MOOMIBHBIX
npuitoxkeHnii. CoBpeMeHHbIE MOOWIBbHBIE Opay3epbl yXe NMPaKTHYeCKH JOTHAINW HACTOJBHBIC
aHaJIOTH, OJIHAKO pacIIupeHue (yHKIMOHANAa BiIE€YEeT 3a COOOH OOJIBLIYIO CIIOKHOCTH M



MEHBIITYI0 3allMIIEHHOCTh. Jladeko He Bce MPOU3BOIUTENH BBIMYCKAIOT OOHOBIICHUS,
3aKpbIBAIOLINE KPUTUYECKUE YSA3BUMOCTH JJIsi CBOMX YCTPOUCTB.

OCHOBHBIE COBETHI JJIA 0€e30I1aCHOCTH MOOHUIBLHOTO TeJ'Ie(l)OHaZ

1. Huyero He sBIsSeTCS MO-HACTOSANIEMY OCCIUIATHBIM. Byab OCTOpOXeH, Belb Korja Tebe
npeiaralT OecIIaTHRIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIATHBIC YCIIYTH;

2. Iymaii, mpexe uem oTnpaBuTh SMS, ¢oto wim Buaeo. Thl TOUHO 3HAENIb, II€ OHU OyayT B
KOHEYHOM uTOTe?

3. Heo6xoa1umMo 0OHOBIISTH ONEPAIMOHHYIO CHCTEMY TBOETO CMapT(OHa;
4. Vicnionp3yii aHTUBUPYCHBIE IPOTPAMMBI 11 MOOMITBHBIX TeJIe(DOHOB;

5. He 3arpy>1<al71 MNPUIIOKCHUS OT HCU3BCCTHOI'O HCTOYHHKA, BCIAb OHHU MOI'YyT COACPKATb
BPCAOHOCHOC IPOIrpaMMHOC O6CCHC‘ICHI/IC;

6. ITocne TOro Kak Thl BeIMJIENIb C caiiTa, I/1€ BBOJWI JUUYHYIO HHPOPMALUIO, 3aii/I1 B HACTPOUKHU
Opaysepa u ynanu cookies;

7. HepI/IO,I[I/ILIeCKI/I HpOBCprI KaKHUC IJIaTHBIC YCIIYI'M aKTUBHPOBAHBI HA TBOEM HOMCPE;

8. JlaBaii cBOi HOMEp MOOWJIBHOTO TelneOoHA TOJBKO JIFOJSAM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEPSICIIb;

9. Bluetooth nomkeHn OBITh BBIKIIOYEH, KOT/Ia Thl UM HE ToJb3yemibcs. He 3abbiBait mHOrIa
MIPOBEPSITH ITO.

Online urpsi

Cogpemennbvie oHNalH-USPbL — ITO KPACOUHBIE, 3aXBaThIBAIOIIUE PA3BICUCHHUS, 00bEIUHSIONIIE
COTHH TBHICSTY YEJIOBEK MO BceMy MHpY. UTrpoku HCCIenyroT TaHHBIA UM MUp, OOIIAIOTCS APYT C
JPYroM, BBIMOJHAIOT 3aJIaHUsl, CPAXKAIOTCSI C MOHCTPaMH U IMOJY4aroT OMBIT. 3a yJIOBOJILCTBUE
OHM IUJIATAT: TIOKYIMAIOT IUCK, OTUIAYMBAIOT a0OHEMEHT WM MPUOOPETAIOT KaKue-To oniuu. Bee
OTH CpEeACTBa UAYT Ha MOJJEp:KaHWE W pa3BUTHE WIPHI, a TaKXKe Ha camy Oe30MacHOCTH:
COBEPIIEHCTBYIOTCSI CUCTEMBl aBTOPHU3AIIMH, BBITYCKAIOTCS HOBBIC MaTuu (IHGPOBBIC 3aIIaTKA
JUTSL TIPOTPaMM), 3aKpPBIBAIOTCS YSI3BUMOCTH CEpBEpOB. B MOJOOHBIX UTpax CTOWT omacatbcs He
CTOJIBKO CBOMX COTIEPHHMKOB, CKOJIbKO KPakKM TBOETO IAapoJisi, Ha KOTOPOM OCHOBaHa CHCTeMa
aBTOpHU3AlMU OOJBIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 0€30ITaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu npyroit urpok Bezier cebs MIIOX0 WM co3faeT TeOe HeNpHUATHOCTH, 3a0JOKUpYH ero B
CIIFICKE UTPOKOB;

2. Homanyﬁca AIMUHHUCTpATOpaM HUTIPblI Ha IIJIOXOC MOBCACHUC J3TOTO HI'POKA, KCEIIATCIIbHO
MMPUTOXKUTH KaAKHUEC-TO JOKA3aTCJIbCTBA B BUAC CKPUHOB;

3. He yka3wiBaii muunyro nuHdopmaiiio B mpodaiiie urpsl;

4. YBaxkail Ipyrux y4aCTHUKOB I10 UTPE;



5. He ycranaBnuBaii HeoUIIUAIBHEIE TATYN U MOJIBI;
6. Mcnonp3yil ClI0KHbIE U pa3HbIe AapOJIH;

7. Jlasxxe BO BpeMsl UI'Pbl HE CTOUT OTKJIXOYaTh aHTUBUpPYC. I1oka ThI urpaems, TBO KOMIBIOTED
MOTYT 3apa3UTh.

@OUIIUHT WA Kpaka JUIHbIX JAaHHbIX

OObIYHOM Kpaked JeHEer M JOKYMEHTOB CETOJHS YK€ HUKOTO HE YAMBHIIbL, HO C Pa3BHTHEM
MUHTEPHET-TEXHOJIOTUH 3JIOYMBIIUICHHUKN II€PEMECTHIINCh B HHTEPHET, W HPOJODKAIOT
3aHUMAThCS WIIOOMMBIMY N1enoM. Tak mosBUIachk HOBasl yrpo3a: HHTEPHET-MOIICHHUYECTBA UITH
¢GUIMHT, TiaBHAs LEIb KOTOPOTO COCTOMT B IOJYYEHUM KOH(UIACHIMAIBHBIX JaHHBIX
NOJIb30BaTeNel — JOrMHOB U maposeid. Ha anrnmuiickoM si3pike phishing untaercs xak GUIIAHT
(ot fishing — prIOHas noBIsL, password — mapob).

OcHOBHBIE COBETHI 110 60PHOE ¢ HUITHHTOM:

1. Cnenun 3a cBouM akkayHTOM. Eciii TBI mo/103peBaeiib, 4TO TBOSI aHKETa ObLIa B3JIOMaHa, TO
HEO0OXO0UMO 3a0JIOKUPOBATh €€ U COOOIIUTHh aJAMHHHCTpPATOpaM pecypca 00 3TOM KaK MOXKHO
CKOpEe;

2. Ucnonb3yit 6e301acHbie BeO-CaThI, B TOM YHCJIC, MTHTEPHET-Mara3nHOB U TIOMCKOBBIX CHCTEM;

3. Hcnonw3yil CcIOXKHBIE W pasHble Mmapoiu. Takum o00pa3oMm, eciu TeOs B3JIOMAIOT, TO
37IOYMBIIUIEHHUKH MOIYyYaT JOCTYI TOJIBKO K OJHOMY TBOEMY MPO(HITIO B CETH, a HE KO BCEM;

4. Ecin Te0s B37IOMand, TO HEOOXOAUMO MPEAYNpPENUTh BCEX CBOMX 3HAKOMBIX, KOTOpHIE
no6aBiieHb! y TeOs B IpY3bsIX, O TOM, YTO T€Os B3JIOMAIH U, BO3MOKHO, OT TBOErO UMEHHU OyJeT
pacchLIaThCsl CllaM U CChUIKM Ha (PUILIMHTOBbIE CaliThI;

5. YcranoBu HazaexHbli napois (PIN) Ha MoOUIbHBIN TenedoH;
6. OTKIII0YM cOXpaHEHHE MMapoJs B Opaysepe;

7. He otkpbiBail (aiipl U Apyrue BIOKEHHUS B MUCHhMax Ja)Ke €CIM OHU NPUILIA OT TBOHX
npy3eit. Jlydiie yTouyHu y HUX, OTIPABIISIN JIM OHU Te0e 3T (aiiibl.

Hudposas penyranus

Lugposas penymayus — 3TO HeraTMBHAs WIM MO3UTHBHAs HHQPOpMalMs B CeTH O Tebe.
Komnpomerupyromas uHGpOpManus pa3MelleHHass B MHTEPHETE MOXKET Cephe3HBIM 00pa3oM
OTpa3UThCs Ha TBOEH peanbHOU xu3HU. «{udpoBas penmyranus» — 3T0 TBOM UMUK, KOTOPBIN
dopmupyercst u3 uHpopManuu o Tebe B MHTEpHETEe. TBOE MECTO >KUTENIbCTBA, y4eObl, TBOE
(MHAHCOBOE TIOJIOKEHHE, OCOOCHHOCTH XapaKTepa M paccKa3bl O OJU3KUX — BCE ITO
HaKaruiMBaeTcs B ceTd. MHOI'He MOJAPOCTKH JETKOMBICIEHHO OTHOCATCS K MyOJIMKALMU JTMYHOU
uHpopmanuu B VHTepHeTe, He MOHMMAash BO3MOJKHBIX MOCHENCTBUN. Thl Jake HE CMOXKElIb
norajaTbcst O TOM, uTo (QoTorpadus, pa3MelieHHas 5 JeT Hazaj, cTaja NPUYMHOM OTKaza
npuHATH TeOs Ha paboTy. KommenTapuu, pasmenienue TBoux ¢ororpaduil U apyrue IencTBus
MOTYT HE HCUYE3HYTh JaXke IOCIE TOTO, KaK Thl MX yJAJINIIb. Thl HE 3HACIIb, KTO COXPAHWI 3Ty
uH(OPMaLKIO, TOTala JU OHA B MOMCKOBBIE CUCTEMbl M COXPAaHHWJIACh JIM OHA, a TJIaBHOE: YTO
MOAYMAIOT O TeOe OKpY XKalollee JIFOAHM, KOTOpble HAayT W yBHAAT 3To. Halitn mHbOpMarimio



MHOTO JIET CIYCTS CMOXET JII00OH — Kak W3 J0OpBIX MOOYXKICHWH, TaKk U C HaMEpPEeHHEM
NPUYUHHATE BpeI. DTO MOXKET OBITh KTO YTOJIHO.

OcHOBHBIE COBETHI 110 3alIUTe HU(PPOBOI permyTaluu:

1. [Togymaii, mpexzae ueM 4To-TO IMyOJIMKOBATh U Mepe/iaBaTh y cedsi B 6iiore Wiv B COLUANIBHON
CeTH;

2. B Hacrtpoiikax npo¢uisi yCTaHOBH OTIPaHMYEHUS Ha IMPOCMOTP TBOEro NpoduiIs U ero
COJIEP’)KUMOT0, ClIENall €ro TOJIBKO «JUIsl IPpYy3ei»;

3. He pa3memaii u He yka3biBail MHPOPMAIUIO, KOTOpas MOXKET KOTO-TH00 OCKOPOISATh WU
00MXKaTh.

ABTOpCKOE NPpaBo

CoBpeMeHHbBIE IIKOJIBHUKH- AaKTUBHBIC IIOJIb30BATEIN IMPPOBOro mpocTpaHcTBa. OmHaKo
JIaJIeKO HE BCE 3HAIOT, YTO IOJIb30BAHUE MHOTUMH BO3MOXHOCTSIMU LU(GPOBOro Mupa Tpedyer
coONIOAEHMUSI TPaB HA WHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTb. TE€pMHUH «UHTEJUIEKTyalbHast
COOCTBEHHOCTb» OTHOCHUTCS K pPa3jIM4YHbIM TBOPEHHUSIM YeJIOBEYECKOI'0 yMa, HAuMHAas C HOBBIX
n300peTeHnil U 3HaKOB, 0003HAYAIOMINX COOCTBEHHOCTh HA MPOJYKTHI U YCIYTH , U 3aKaHUMBas
KHUramy,  ¢ororpagusMy,  KUHOQWIbBMAaMM M MY3bIKQIbHBIMU  NPOU3BEJCHHUSIMHU.
ABTOpCKHE IpaBa — ATO IIpaBa Ha UHTEJJIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IPOU3BEICHUS HAYKH,
JUTEpaTyppl U MCKYCCTBAa. ABTOPCKHE IIpaBa BBICTYNAIOT B KadeCTBE TapaHTUU TOTO, 4TO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPyA aBTOpa HE OyIeT HampacHBIM, JacT €My CIIpaBeIJIHBBIC
BO3MOYKHOCTH 3apa00TaTh Ha pe3ysibTaTaxX CBOErO TPY/a, MOJYYUTh U3BECTHOCTh U IPU3HAHUE.
Huxkro 6e3 pa3perienust aBTopa He MOKET BOCIIPOU3BOAMUTD €0 IPOU3BEIEHUE, PACTIPOCTPAHATD,
nyOoJIMYHO JIEMOHCTPUPOBATh, MpPOAABATH, HMMIIOPTHPOBATH, IyCKaTb B MPOKaT, MyOJIWYHO
UCIIOJIHSATH, IOKa3bIBATH/UCIIOJIHATD B 3QUpe Wi pa3Meniats B IHTepHeTe.

Hcnonp30BaHue «IUPaTCKOro» MPOrpaMMHOrO OOECTeUeHUs] MOXET INPUBECTH K MHOTUM
pHCKaM: OT TMOTEepPH JIAaHHBIX K TBOMM AaKKayHTaM J0 OJIOKUPOBKHM TBOETO YCTPOMCTBa, Ile
YCTaHOBJICHHBIM HE JierajpHas mnporpamma. He crTout Ttaxke 3a0bIBaTh, YTO CYIIECTBYET
JerajibHble U OecIIaTHbIE TPOrpaMMBbl, KOTOPbIE MOXKHO HAWTH B CETH.

O noprane

Cemesuuok.pgh — TBOU TJIABHBIM COBETUMK B CETH. 37I€Ch Thl MOXKEIIb Y3HATHh O 0€30MAaCHOCTH B
CEeTH TOHSATHBIM M JIOCTYNHBIM S$I3BIKOM, a TPU BO3HUKHOBEHMHM KPUTHUYECKOM CHUTyalluu
00paTUThCS 32 COBETOM. A Tak)Ke MPHUHATH y4acTHE B KOHKYpPCax M CTaTh CaMbIM IHU(POBHIM
rpakJIaHUHOM!



