NudpopMarimonHas mamMaTKa JJisi 00y4Jarommxcs JJjis pa3MeIIeHNs Ha
odHUIMaTbHBIX HHTEPHET-PECcypcax

C kaxIpIM roJoM MoyIofiekH B VHTepHeTe CTaHOBUTHCA OOJbIlE, & HIKOJbHUKH OJHM U3 CaMbIX
aKTUBHBIX ITOJIb30BaTesnel Pynera. Mexny Tem, IOMUMO OIPOMHOTO KOJIMYECTBA BO3MOXKHOCTEH, MHTEpHET
HEceT M Npo0biieMbl. DTa namsTKa JOJDKHA IIOMOYb TeOe 6e3011acCHO HaXOIUThCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbroTepHblii BHUpyC — 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX IPOrpamMM, OTIMYUTEIbHON
0COOEHHOCTBIO KOTOPOW SIBJISETCS CIIOCOOHOCTh K Pa3MHOXKEHHIO. B /1omosiHeHne K 3TOMY, BHPYCHI MOTYT
HOBPEINUTh UM MOJHOCTbIO YHUUYTOXUTh BCE (haiibl U JJaHHbBIC, IOJKOHTPOJIbHBIE OJIb30BATENI0, OT UMEHU
KOTOporo Obula 3amymieHa 3apaxEéHHas MporpaMma, a TakXkKe TIOBPEIUTh WM JaKe YHUYTOXKUTh
OIEPALIMOHHYIO CUCTEMY CO BceMH (ailiamu B 11e70M. B GONBIIMHCTBE CllyyaeB paclpoCTPaHSIIOTCS BUPYCHI
yepe3 MIHTepHer.

MeTtoap! 3a1IMTHI OT BPCIOHOCHBIX ITPOTpaMM:

1. Hcnonb3yil COBpeMEHHbIE OIEPALUOHHBIE CHUCTEMbl, HMEIOIME CEpPhE3HBIH YPOBEHb 3aIUTHl OT
BPEOHOCHBIX IIPOIPaMM;

2. TlocrosiHHO ycTaHaBnMBail moutu (uMQpOBBIE 3aIIaTKH, KOTOPblE AaBTOMAaTHYECKHU YCTAHABJIMBAIOTCS C
1EJIbI0 J0PaOOTKH TMPOrpamMMbl) M JApYrue OOHOBJICHMSI CBOEH orepalmoHHOM cuctembl. CkaumBail Ux
TOJBKO C oduuuanbHoro caira paspaborunka OC. Ecam cymiecTByeT peXUM aBTOMAaTHYECKOTO
OOHOBJICHHUS, BKJIIOYM €TO0;

3. Paborail Ha cBOeM KOMIIBIOTEpE IO MpaBaMM IOJIb30BATENs, a HE aJIMUHHCTpPATOpa. ITO HE MO3BOJIUT
OOJIBIIMHCTBY BPEJOHOCHBIX MPOTPaMM MHCTAUINPOBATHCS HA TBOEM [IEPCOHAIBHOM KOMIIBIOTEPE;

4. Hcrnonp3yil aHTUBHPYCHBIE IMPOTPaMMHBIE MPOIYKTHI U3BECTHBIX MPOMU3BOAMUTENEH, C aBTOMATHYECKUM

oOHoOBIIEHHEM 0a3;

Orpannyb GpU3HUECKUI TOCTYI K KOMIBIOTEPY /7151 IOCTOPOHHUX JIUII;

Hcnonp3yit BHEITHUE HOCUTENN MHPOPMAIUH, TakKue Kak ¢uienka, Tuck uiu ¢aiin uz MHTtepHera, TOJIbKO

U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbiBali KOMIIbIOTEpHBIE (Daiiiibl, MOJIyYEHHbIE M3 HEHAAEKHBIX UCTOYHUKOB. Jlaxe Te (ailnbl,
KOTOpBbIE MpHCIIall TBON 3HAKOMBbIH. Jlydlle yTouHU y Hero, OTIPABIIsII JIM OH TeOe UX.
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Ceru WI-FI

Wi-Fi — 310 He BuJ mepenayd JaHHBIX, HE TEXHOJOTHsS, a BCEro JuIb Opena, Mapka. Eme B 1991
rofy HUAEpiaHJcKas KommaHus 3apeructpupoBana OpeHn «WECA», uro 00603Hayano cloBOCOYETAHUE
«WirelessFidelity», koTopbrit mepeBoIuTCS Kak «0€CTIpOBOAHAS TOUHOCTHY.

Jlo Hamiero BpeMeHHU Jonuia apyras abOpeBHaTypa, KOTOpasi sSBISICTCS TaKOH )K€ TEXHOJIOTHEH. DTo
ab0peBuatypa «Wi-Fi». Takoe Ha3BaHue OBLJIO JaHO ¢ HAMEKOM Ha CTaHJAPT BBICIIHK 3BYKOBOW TexHUKH Hi-
Fi, 4o B mepeBojie 03HAYACT «BBHICOKASI TOUHOCTHY.

Ja, OecrutaTHBIN UHTEPHET-IOCTYM B Kade, OTEeNAX U adpornopTax SBISETCS OTINYHONW BO3MOXKHOCTBIO
Bbixosa B HMHTepHer. Ho MHOTHME »KCmepThl cUMTalOT, 4To oOmenoctynusie WiFicetn He SBISIOTCA
0€30IMaCHBIMU.

CoBertsl 10 Oe30macHOCTH paboTte B 001IeA0CTyHbIX ceTsx Wi-fi:

1. He mnepenaBaii cBoro nuuHyl0 uH(popMmanmio yepe3 obOmenoctynHsle Wi-Ficetn. PabGotas B HuX,
KEJaTeIbHO He BBOJIUTD MAPOJIH JTOCTYIIA, JJOTHHBI H KaKHe-TO HOMEpa;



2. Hcnonb3yit 1 OOHOBIISI aHTUBUPYCHBIE IPOTpaMMbI M OpaHaMay3p. Tem caMbIM Thl 00€30MacHIb ce0s OT
3aKauKH BHpPYyCa Ha TBOE YCTPOMCTBO;

3. Ipu ucnonszoBanuu Wi-Fiotkmoun ¢ynkuuio «OO0muit goctyn K ¢ainmam um mpuntepam». Jlannas
GyHKIMS 3aKphiTa MO YMOJIYAHUIO, OJTHAKO HEKOTOpHIE IMOJb30BATENM aKTUBUPYIOT €€ I yAoOCTBa
UCIIOJIb30BaHUs B paboTe win ydeoe;

4. He ucnonp3yit nyomuunbii WI-Flansa nepenaun TMUHBIX JaHHBIX, HAPUMED, M1 BBIXOJA B COI[MATBHBIC
CETH WJTU B 3JIEKTPOHHYIO TIOUTY;

5. Hcnonp3yit Tonpko 3anmuiieHHoe coeauHenue depe3 HTTPS, a ue HTTP, T.e. mpu HaGope BeOG-aapeca
BBOJIM UMEHHO «https://»;

6. B moOunsHOM Tenmedone otkmoun ¢yHknuio «llogkmouenne k Wi-FiaBromatuueckn». He nmomyckai
ABTOMATHUYECKOTO OJKIIOUYEHHS YCTpoicTBa K ceTsiM Wi-Fibe3 TBoero cormacusi.

CoumnajabHble CeTH

ConuanbHble CeTH aKTUBHO BXOJAT B HAI'Y KU3Hb, MHOTHE JIIOJM Pa0OTAIOT U KUBYT TaM IOCTOSIHHO,
a B Facebookyxe 3apeructpupoBaH MUJLTHAP]] YEIOBEK, YTO SIBISETCS OIHOW CEIbMOW BCEX IKHUTENCH
IU1aHeThl. MHOTHE MOJIb30BaTeNM HE MOHUMAIOT, YTO UH(OpMaIHs, pa3MeleHHas UMU B COI[HANIbHBIX CETSIX,
MOXKET 6I>ITI) Haﬁz{eHa " UCII0JIb30BaHa KEM YyroadHo, B TOM 4YUCJIC HE 00s13aTeIHLHO C 6HaFI/IMI/I HaMCpPCHUSIMMU.

OCHOBHBIC COBETHI 10 OC30IAaCHOCTH B COIMAJIBHBIX CCTAX!

1. Orpannyb criucok apy3eil. Y 1e0s B Ipy3bsAX HE JTOJKHO OBITh CITy49aifHBIX U HE3HAKOMBIX JIFOJICH;

2. 3ammmail cBor yacTHYIO Ku3Hb. He ykasbiBail mapoinu, TesnedoHbl, aapeca, 1aTy TBOEr0 POXKACHUS U
JPYTyI0 JUYHYI0 HH(POPMANNIO. 37I0yMBIIUIEHHUKA MOTYT MCIOJIB30BATh ke HHPOPMALIUIO O TOM, KaK
Thl U TBOM POJUTENH IIJIAHUPYETE IPOBECTU KAHUKYJIBI;

3. 3ammumai CBOIO penmyTainuio — JEp>KU €€ B YUCTOTE | 3a/1aBaii cede BOMpOC: XOTel OBl ThI, YTOOBI Ipyrue
HOJIb30BaTENM BUJEIH, YTO Thl 3arpyxaeus? Ilogymaii, mpexzae 4em 4To-To onyOIMKOBaTh, HAUCATh U
3arpy3uTh;

4. Ecnu Tl TOBOPUIIB C JIFOJbMH, KOTOPBIX HE 3HAEIllb, HE HCIOJIb3YH CBOE pealbHOE UMS U JPYTYIO JTUUYHYIO
uH(pOpMaLIUU: UMSI, MECTO JKUTEJIbCTBA, MECTO yueObl U MPOUEE;

5. U30eraii pazmemenus ¢otorpaduii B IuTepHeTe, rie Tl H300pakeH Ha MECTHOCTH, IO KOTOPOIl MOYKHO
OIIPENIEIUTh TBOE MECTOIOJIOKEHUE;

6. Ilpu peructpanuu B COLMAIBLHON CETH HEOOXOIUMO MCIOIb30BAThH CI0KHBIE MApOJIH, COCTOSIINE U3 OYKB
U QP U C KOJIMYECTBOM 3HAKOB HE MeHee §;

7. Jns couManbHOM CeTH, MOUTHI M APYIUX CalTOB HEOOXOJIUMO MCIONIB30BaTh pa3Hble mapoiu. Toraa eciau
TeOs B3JIOMAIOT, TO 3JI0YMBIIIUIEHHUKH M1OJIy4aT JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHbBIE IeHbI U

DJNEeKTPOHHBIE JICHBI'M — 3TO OY€Hb YAOOHBII CIIOCO0 IMiaTexei, 0JTHAKO CYIIECTBYIOT MOIIEHHUKH,
KOTOpBIE XOTST MOJYYUTh 3TU JEHBIU. DJIEKTPOHHBIE JEHBI'U MOSBUIUCH COBCEM HEAABHO M MMEHHO M3-3a
9TOr0 BO MHOTHMX TOCYAAapCTBax A0 CHX IOp HE MPONHCAaHO IPO HUX B 3akoHax. B Poccum xe oM
(GYHKIIMOHUPYIOT M O HUX YK€ IMPOIMHUCAHO B 3aKOHE, Il UX Pa3/AesioT Ha HECKOJIbKO BUJIOB — aHOHHMHbIE
Y HE aHOHMMHBbIE. Pa3HMIIa B TOM, YTO aHOHUMHBIE — 3TO T€, B KOTOPBIX pa3peuiacTcs NpOBOIUTh ONEpalun
0e3 wuIeHTHUUKALMU T[0Nb30BaTeNs, a B HEAHOHHUMHBIX HWIACHTU(PUKAIIMK TMOJIb30BATENs  SBISETCS
oOsi3arenpHON. Taroke ciemyer pa3nuyarh SJIEKTPOHHbIE (UATHBIE JEHBIU (PaBHBI TOCYAAPCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIE HEPHUATHBIE IEHbI'H (HE paBHBI TOCYJAPCTBEHHBIM BAJIIOTAM).

OcHOBHBIE COBETHI IO O€30MAaCHOM paboTe ¢ ANEKTPOHHBIMH JICHbIaMHU:
1. TlpuBsku K cueTy MOOWIbHBIN TenedoH. ITo caMblif yI0OHBIH 1 OBICTPBIN cIOCOO BOCCTAHOBHUTD JIOCTYII

K cuery. [IpuBsizanHbIid TenedOH MOMOXKET, eci 3a0yelb CBOM IUIATE)KHBINA Mapoiib WU 3aijelih Ha
CalT C HE3HAKOMOI'0 YCTPOUCTBA;



2. Hcnonp3yit omHOpas3oBble mapoiu. [locie mepexona Ha yCHJIICHHYIO aBTOpU3aluio Tebe yxe He Oyner
yIpOKaTh ONMACHOCTh KPaXXH WIIM IIepexBaTa IIATEXHOI0 MapoJs;

3. Broibepu cnoxsbiii mapons. IlpectynHukam Oyaer He MPOCTO yrajaTh CIOXKHBIA mapoib. HamexHbie
apojd — 3TO MapoiM, KOTOPbIE COJAEp’KaT HE MEHee § 3HAaKOB M BKIIIOYAIOT B ce0sl CTPOYHBIE U
NPONHCHBIE OYKBBI, IIU(PPBI U HECKOJIIBKO CHMBOJIOB, TaKHe KaK 3HaK Joiuiapa, (yHTa, BOCKIMIATEIbHBIN
3Hak ¥ T.1n. Hampumep, StROng!;;

4. He BBOIUM CBOM JINYHBIC JAHHbBIE HA CaliTaX, KOTOPHIM HE TOBEPSCIIb.

DJIeKTPOHHASA MOYTA

DNEKTpOHHAs 0YTa — 3TO TEXHOJIOTHS U MPEAOCTABIISIEMbIE €10 YCIYTH 0 NEPECHUIKE U MOJYyUYECHUIO
DJIGKTPOHHBIX COOOIICHUH, KOTOpPBIE pPACIPEACNIOTCS B KOMIBIOTEpHOU ceTu. OOBIYHO AIICKTPOHHBIN
MOYTOBBIA SALIUK BBITISAUT CIAEAYIOIUM 00pa3oM: HMs IOJNb30BaTeNsi(@uMs_AoMeHa. Takxke Kpome
nepeauy MPOCTOr0 TEKCTa, UMEETCSI BO3MOXKHOCTD TIepeiaBaTh (aiibl.

OCHOBHBIE COBETHI 110 0€30ITaCHOM pPaboTe C AIMEKTPOHHOU MTOYTOM:

1. Hago BbIOparh mHpaBuiIbHBINA MOYTOBBIM cepBuc. B HHTepHeTe ecTh OorpomHbIli BbIOOp O€cCIIaTHBIX
IIOYTOBBIX CEPBUCOB, OJHAKO Jy4YIlI€ JOBEPATH TEM, KOI'O 3HACIIb U KTO IIEPBBIN B PEUTHUHTE;

2. He yka3pBali B JMYHOM mouyTe JIMYHYI0 uHpopmanmioo. Hampumep, ny4me  BbIOpaTh
«MY3bIKaJIbHBINA _(aHaT@» nin «pok2013» BMecTo «remal3»;

3. Hcmonp3yii ABYX3TAIHYIO aBTOPHU3AIHMIO. JTO KOTJa TOMHUMO MapoJjis HY)KHO BBOJHUTH KOJI, TPHCHUIAEMBIH
mo SMS;

4. BpiOepu croxHBIN Mapob. st KaKI0TO MOYTOBOTO SIITUKA JOJIKEH ObITh CBOW HAJCKHBIN, YCTOMUMUBBIN

K B3JIOMY 11apOJib;

Ecnu ecTb BO3MOKHOCTB HAIIUCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3TY BO3MOKHOCTB;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX ALIMKOB. [IepBblil Ul YaCTHOM NepenucKku ¢ aapecaTaMu, KOTOPHIM Thl
J0Bepsiellb. DTO IEKTPOHHBIN a/Ipec HE HAJ0 UCIOIb30BaTh MPU PETUCTPAllUU Ha popyMax U calTax;

7. He oTkpbIBail (hailbl U Ipyrue BIOXKEHUS B MUCbMAX JIaXKe €CIM OHM IPUILIH OT TBOMX Apy3eil. Jlydmie
YTOYHH Y HUX, OTIIPABJISUIN JIU OHU TeOe 3TU (aiibl;

8. Ilocne okoH4aHus pabOTHI HAa TOYTOBOM CEPBUCE MEPE 3aKPhITUEM BKIIQJKH C CAUTOM He 3a0y/b HaXKaTbh
Ha «Berittu».
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Ku0epOyJuIMHT MK BUPTYaJIbHOE H3/1€BATEJIHLCTBO

KI/I6ep6yHJ'II/IHF — I[IpEeCICJOBAHUC COO6IJ_ICHI/IHMI/I, COJACpKallluMU OCKOp6HeHI/I$I, arpeccCuro,
3aIlyrUBaHUC; XYJIIMTAaHCTBO, COLIMAJIbHOC 60fIKOTHp0BaHH€ C IMOMOIIBIO PA3JIMYHBIX UHTCPHCT-CCPBUCOB.

OcHoBHBIE cOBeThI 0 0opble ¢ KNOEpPOYNIMHIOM:

1. He 6pocaiics B 60ii. JIyummii cmoco6: mocoBETOBAaThCS Kak ce0si BECTH U, €CIIM HET TOro, K KOMY MOKHO

00paTUThCs, TO BHaYaJIe YCIIOKOUTHCS. ECu Thl HauHeNIb OTBEYaTh OCKOPOJIEHUSIMU Ha OCKOPOJIEHHUS, TO

TOJILKO el1le O0JIbIEe pa30sKKellb KOH(IMKT;

VYmpasinsii cBoeil kubeppenyTaluei;

AHOHUMHOCTH B ceTH MHUMasl. CyIIECTBYIOT CIIOCOOBI BBIICHUTH, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He cTout BecTH XyJIUTaHCKUN 00pa3 BUPTyasbHOM kHU3HU. IHTEpHET QUKCUPYET BCEe TBOU JEHCTBUS U

COXpaHSeT UX. Y AaIuTh UX OyneT KpaifHe 3aTpyJHUTEIbHO;

Colmroait CBO# BUPTYaIbHYIO YECTh CMOJIONY;

Urnopupyit enunuuHblii HeratuB. OHOpa30BbIE OCKOPOMTENbHBIE COOOLICHMS Jy4llle UTHOPUPOBATH.

OOBIYHO arpeccus NpekpaaeTcs Ha HadyalbHOW CTaIuu;

7. ban arpeccopa. B mporpammax oOMEHa MI'HOBEHHBIMH COOOIIEHUSIMH, B COLMAJbHBIX CETSAX €CTh
BO3MOXHOCTb OJIOKHPOBKHU OTIIPABKH COOOILIECHUH C ONPEAETICHHBIX aIpeCOB;
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8. Ecuu b1 cBUaeTens kubepOysuHra. TBOM AeHCTBUS: BBICTYIUTH IPOTUB IpECiie0BaTENs, I0KA3aTh EMY,
YTO €ro JCHCTBHs OLICHMBAIOTCS HETaTHBHO, NOAJEP)KATH JKEPTBY, KOTOPOW HYXKHA ICHUXOJIOIMYECKas
MOMOIIlb, COOOIIUTH B3POCIBIM O (haKTe arpecCUBHOTO TIOBEACHHUS B CETH.

MoOunbHbIi Tes1edoH

CoBpeMeHHbIe cMapT(OHBI U TUIAHIIETHI CoepkKaT B ceOe BIOJHE B3POCIbIA (PYHKIIMOHAI, U TENEPh
OHHM MOTYT KOHKYPHUPOBATh CO CTAIMOHAPHBIMU KOMIbIOTepaMu. OHAKO, CPEJCTB 3aIIUTHI JJIsl MOA00HBIX
YCTPOMCTB MOKa O4eHb Majio. TeCTUpOBaHHE M MOUCK YA3BUMOCTEH B HUX MPOUCXOJIUT HE TaK MHTEHCUBHO,
kak s 1K, To e camoe kacaercs 1 MOOMIIbHBIX MPUIIOKEHUH.

CoBpemeHHbIE MOOWIIBHBIE Opay3epbl YK€ NpPaKTUYeCKH JOTHAIM HACTOJbHBIC aHAJIOTH, OJHAKO
pacupeHue (yHKIMOHAJA BiIeUeT 3a cO00 0OJIbIYIO CI0KHOCTh U MEHBIIYIO 3aLIUILEHHOCTD.

Jlaneko He Bce NPOM3BOJUTENIM BBITYCKAIOT OOHOBJIEHUS, 3aKPbIBAIOIME KPUTHUECKUE YSI3BUMOCTH
JUIsl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI 1JI51 0€30MACHOCTH MOOWJIBHOTO TeJie(poHa:

1. Hwuuero He sBiseTcs MO-HAcToOsIEeMYy OecIUlaTHBIM. Byab OCTOpOXkeH, Beib Korjga Tebe Ipeulararor
OecrutaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIaTHBIE YCITYTH;

2. Jymaii, npexzne yeM otnpaBuTbh SMS, ¢oto niam Buaeo. Thl TOUHO 3Haellb, TJje OHU OYAYT B KOHEYHOM

utore?

Heo6x0a1Mo0 00HOBIIATE ONEPALIMIOHHYIO CUCTEMY TBOETO CMapT(OHa;

Wcnonb3yit aHTUBUPYCHBIE IPOTPaMMBI JUI1 MOOMJIBHBIX TeNIe()OHOB;

He 3arpyxail npuioxeHuss OT HEM3BECTHOI'O HMCTOYHHKA, BElb OHM MOTYT COJEp)KaTh BPEIOHOCHOE

IPOrpaMMHOE 00€CIIEUEHHE;

6. Ilocine Toro kak Thl BBIACLIB C CaiiTa, IJ1€ BBOJWI JIMYHYIO HHGOPMALIKIO, 3aiiIM B HACTPOUKH Opaysepa U

ynanu cookies;

[Tepuonuyecku npoBepsiii Kakue MIaTHbIe yCIyry aKTUBUPOBAaHBI HA TBOEM HOMEPE;

JlaBaii cBoif HOMep MOOMIBHOTO Tele(OHA TOJIBKO JIFOJIIM, KOTOPBIX ThI 3HACIIb U KOMY JJOBEpSEIIb;

Bluetoothiomken ObITh BBIKIIFOUEH, KOTJ]a Thl UM HE NOJb3yellbes. He 3a0p1Baii MHOTIa TPOBEPSTH ITO.
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Online-urpsi

COBpeMeHHI)IC OHHaI\/'IH-I/IFpI)I — OTO KpaCOYHBIC, 3aXBaTbIBAIOIIHWEC PA3BJICUYCHUA, 06’BCHI/IH$IIOIIII/IC
COTHHU TbICAY YCIIOBCK II0 BCEMY MHUDPY. I/IFPOKI/I HCCICAYIOT I[aHHHﬁ UM MHUD, O6H.I&IOTC$I Apyr € Opyrow,
BBITIOJIHAIOT 3a/laHUs, CpaKar0TCAd ¢ MOHCTPAMHU U MOJTYYarOT OIIBIT. 3a YAOBOJIbCTBUC OHU ILJIATAT: IMOKYIIAIOT
JUCK, OIIJIa4MBarOT a0OHEMEHT WIJIH an/I06peTa10T KaKuC-TO OIIIHH.

Bce atH cpeacTtBa MIyT Ha MOAJEpKAHHE M pPa3BUTUE WUIPHL, a TaKXKe Ha caMmy O€30MacHOCTH:
COBEpIICHCTBYIOTCS CHUCTEMBbl aBTOPU3AIMM, BBITYCKAIOTCS HOBbIe NaT4yd (IUGPOBBIE 3aIUIATKH IS
POTpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO)IO6HHX urpax CTOUT OnacaTtbCsAa HE CTOJIBKO CBOMX COIICPHUKOB, CKOJIBKO KpaXXu TBOCTO IIapoJid,
Ha KOTOpPpOM OCHOBAaHa CUCTCMaA aBTOpHU3allUA OOJIBIIIMHCTBA urp.

OcHOBHBIE COBEThI 10 0€30IIACHOCTH TBOEro HIPOBOro akKKayHTa:

1. Ecnu apyroii Mrpok BeneT ceOsi IMIOXO MM CO3JaeT TeOe HEMpPUSATHOCTH, 3a0JOKHUPYH €ro B CIHCKE
UTPOKOB;

2. Tloxanyiica agMHHHCTpaTOpaM HIpbl Ha IUIOXO€ IMOBEIEHHE 3TOr0 MIPOKa, JKENaTeNbHO MPUIIOKUTh

KaKHe-TO JIOKa3aTeNIbCTBA B BUJIE CKPHHOB;

He yka3bIBaii muunyto nHpopMmaiuio B mpodaiiiie urpsl;

VYBaxall Ipyrux y4aCTHUKOB I10 UTPE;
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He ycranaBnuBaii HeoduinaabHbIE TATYU U MOJIBL;

Hcnonb3yil ClOKHBIE U pa3HbIE TAPOJIH;

7. Jlaxxe BO BpeMsl UTpbl HE CTOUT OTKJIIOuYaTh aHTUBUpYC. lloka Thl Wrpaemnib, TBOM KOMIBIOTEP MOTYT
3apa3uTh.
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@UIIHMHT WM KPaKa JUYHBIX JAHHBIX
OOBIYHOM KpaXkeid IeHeT U JOKYMEHTOB CETOJHS YK€ HUKOTO HE YIUBUIIb, HO C PA3BUTHEM WHTEPHET-
TEXHOJIOTHI 3JIOYMBIIIJICHHUKNA TepeMecTiiuch B HHTepHET, W NpPOAOKAIOT 3aHUMATHCA <WTFOOMMBIMY
JICTIOM.
Tax mosiBUIach HOBasi yrpo3a: MHTEPHET-MOIICHHMYECTBA MWJIM (DUINMHT, TJIaBHAs LEdb KOTOPOIo
COCTOMT B MOJTYYCHHH KOHPUIACHIIMATBHBIX JaHHBIX MOJIb30BaTEIe — JIOTUHOB U mapoiieil. Ha anrnmiickom
si3pike phishingunraercs kak ¢ummuHr (0T fishing— priOHas 0B, password— maposs).

OcHoBHBIE COBETHI 10 00pbHOE ¢ PUIMHIOM:

1. Crnenu 3a cBouM akkayHToM. Eciu ThI oJ103peBaeliib, YTO TBOSI aHKeTa Oblia B3JIOMaHa, TO HEOOXOIUMO

3a0JIOKUPOBATH €€ U COOOIIUTh aJIMUHUCTPATOPaM pecypca 00 3TOM Kak MOKHO CKopee;

Hcnonw3yit 6e3omacHbie Be0-CaliThl, B TOM YKCIIE, UHTEPHET-Mara3uHOB U TOMCKOBBIX CUCTEM;

3. Hcmonp3yii ClIOXHBIC U pa3HbIe Mapoiid. Takum o0pazoMm, eciau TeOS B3JIOMAIOT, TO 3JI0OYMBIIUICHHHKH
MOJTy4YaT IOCTYI TOJIBKO K OJTHOMY TBOEMY MPOGUIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B3IOMaNU, TO HEOOXOMMO MPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpBIE JOOABICHBI y TEOs
B JIPY3bSX, O TOM, UTO T€Os B3JIOMAJIA U, BO3MOKHO, OT TBOEr0 MMEHH OYZIET PacChUIaThCS CIIaM U CCBHUIKU
Ha (PUIIHHTOBBIC CAWUTHI;

no

5. YcranoBu HanexHbIH maposib (PIN) Ha MoOUIBHEIH TenedoH;
6. OtkiIrouM CoXpaHeHue nmapoiis B Opaysepe;
7. He otkpbiBail dailsibl U Apyrue BIOKEHHs B MUChMaX Jake €CJIM OHM MPHILIN OT TBOUX Apy3eit. Jlyurie
YTOYHHU Y HUX, OTHPABIISUTA JIX OHU TeOe ITH (haiiibl.
Hudposas penyranus
[ludppoBast pemyranuss — 93TO HeraTHMBHas WJIM TO3UTHBHas MHQopMamuss B cetu o Teoe.
Komnpomerupyromas napopmanusi, pazmenieHHas B THTepHeTe MOXKET Cephe3HBIM 00pa3oM OTpPa3HUThCS Ha
TBOeW peanbHON >xu3HU. «{udpoBas penmyramus» — 53TO TBOH HMUIXK, KOTOpBI QopMHUpYyeTCs U3

uH(popmanuu o Tedbe B UnTepHere.

TBoe MecTo KUTCIILCTBA, y‘le6LI, TBOC (I)I/IHaHCOBOe IMOJIOKCHHUC, 0COOEHHOCTH XapaKkTepa U pacCka3bl O
OIU3KUX — BCE OTO HAKAILJIMBACTCS B CETH.

MHorue noapoCTKH JETKOMBICIEHHO OTHOCSTCS K IMyOJIMKanuu JUYHOW nHpopmanuu B MHTEepHETE, He
MOHMMAasi BO3MOXHBIX TMoOclIeAcTBU. Thl Jgaxke HE CMOXeHIb J0orajaTthCs O ToM, uTo doTorpadus,
pa3MenieHHas S JeT Ha3aj, cTajia MPUINHON 0TKa3a MPUHSATH TeOst Ha paboTy.

KommenTapuu, pasmenienne tBoux ¢otorpaduil U qpyrue AEWCTBUS MOTYT HE MCUE3HYTh JaXke Mocie
TOTO, KaK Thl MX yJalWlIb. Thl HE 3Haellb, KTO COXpAaHWJ 3Ty MH(pOpPMAIHIO, ITOMaja JIM OHAa B IOMCKOBBIE
CHCTEMBI M COXPAHMIIACH JIU OHA, a IVIABHOE: 4YTO MOJYyMAIOT O TeOe OKpY’Karollee JIF0U, KOTOpbIEe HAalaAyT U
yBUIAT 3T0. HaliTh MHPOPMAIIIO MHOTO JIET CITyCTSl CMOKET JF000H - Kak U3 JOOpBIX MOOYXIEHUH, TaK U ¢
HaMEepEeHHUEM PUYUHUTH BpeJl. DTO MOKET ObITh KTO YTOJHO.

OcHoBHBIE COBeTHI MO 3amuTe HUGPOBOI penyTanum:

=

[Moxymaii, mpexie 4em 4To-To MyOJMKOBATh U MEepPeAaBaTh y ce0sl B OJI0Te WM B COITUAIBHOM CETH;

2. B mactpoiikax mpouis yCTaHOBH OTPaHHYEHUS Ha MPOCMOTP TBOETO MPOMWIS M €ro COJEPKUMOTO,
cenai ero TOJNBbKO «IJsl APYy3eily;

3. He pa3memaii u He yka3biBaii HHPOPMAIIUIO, KOTOpask MOKET KOT0-JIM00 OCKOPOIATH WK OOMXAaTh.



ABTOpCKOE IPaBO

CoBpeMeHHbIE IIKOJIFHUKN — aKTUBHBIE MTOJIb30BaTEIHN HU(POBOTo npocTpancTBa. OQHAKO JalIeKo He
BCE 3HAIOT, YTO IOJH30BAHUE MHOTHMMH BO3MOXKHOCTAMH HH(POBOro mMupa Tpedyer coONIOAeHHs IpaB Ha
MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepmuH «uHTeNIEKTYyanbHass COOCTBEHHOCTb» OTHOCHTCA K Pa3JIMYHBIM TBOPEHUSM UEJIOBEYECKOrO
yMa, HauMHasi C HOBBIX M300pETEHHI M 3HAKOB, 0003HAYAIOUINX COOCTBEHHOCTh HA MPOIYKTHI M YCIYTH,
3aKaH4YMBasi KHUTaMH, poTorpadusiMu, KHHOQHIbMaMU U My3bIKQJIbHBIMU IIPOU3BEACHUSIMH.

ABTOpCKHE TpaBa — 3TO IpaBa Ha HHTEJUIEKTYaJbHYIO COOCTBEHHOCTh Ha IMPOW3BENCHHUS HAYKU,
JUTEpaTyppl M HUCKYCCTBAa. ABTOPCKME IIpaBa BBICTYHAlOT B KauyeCTBE TIapaHTUU TOro, 4YTO
MHTEJJICKTYaJIbHBIM/ TBOPUECKUN TPYA aBTOpa HE OYIET HaIllpacHbIM, J1aCT €My CIPaBeIJIMBbIE BO3ZMOXHOCTH
3apaboTaTh Ha pe3yabTaTaXx CBOETO TPYAA, MOJYYHTh W3BECTHOCTh M INpu3HaHue. Hukro Oe3 pasperieHus
aBTOpa HE MOXET BOCIPOU3BOJUTH €ro MPOU3BEICHHUE, PACHPOCTPAHATH, MYOJIHYHO JIEMOHCTPUPOBATH,
Ipo/1aBaTh, UMIIOPTUPOBATh, MyCKATh B MPOKAT, MYyOJUYHO UCIOIHSTD, TIOKA3bIBATH/UCIOIHATD B 3(UpPe WU
pa3memiats B IHTEpHETE.

Hcronbs30BaHuE «ITUPATCKOTO» MPOTPAMMHOI0 0OCCIICUCHHSI MOYKET IIPUBECTH K MHOTUM PHCKaM: OT
MOTEPU JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKUPOBKH TBOETO YCTPOMCTBA, IJIE YCTAHOBJICHHBIN HE JieTaabHas
nporpamma. He cTouT Takke 3a0bIBaTh, UTO CYILECTBYET JIETAIbHBIE U OECIJIaTHBIE MPOTPaAMMBbl, KOTOPHIE
MO>KHO HaWTH B CETH.

O nopraJue

CeTeBI/ILIOK.p(b — TBOM T'JIaBHBIM COBETUYHMK B CETH. 3,[[605 Thl MOXCIIb Y3HATH O 0€30I1aCHOCTH B CETH
IMOHATHBIM U JOCTYIIHBIM S3bIKOM, a4 IIPW BO3SHHMKHOBCHHUN KpPITH‘-IGCKOfI CUTyalluu O6paTI/ITI>C$I 3a COBETOM. A
TAK¥XKC INPUHATH Y44CTUC B KOHKYpPCAaX U CTATh CaAMbIM I_[I/I(prBbIM I‘pa)KI[aHI/IHOM!
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